The adoption of open standards-based interoperable grid and cloud computing infrastructure is a way to support research in Europe that can be empowered through ubiquitous, trusted, and easy trans-national access to services for data, computation, communication and collaborative work. SIENA is the European Commission-funded project whose roadmap assesses the situation, identifies issues and makes recommendations on the adoption and evolution of grid and cloud standards for e-science and beyond. These recommendations look to continue the dialogue between public sector officials, industry and Standard Development Organizations over the deployment of cloud based services for the scientific community and public procurement. This paper presents the results of the SIENA roadmap together with its recommendations that are focused on the work of Europe's Distributed Computing Infrastructure initiatives in advancing the standards landscape, especially with regard to the adoption of cloud standards such as OCCI, CDM and OVF.
Introduction
SIENA [1] , Standards and Interoperability for eInfrastructure implemeNtation initiAtive, was funded by European Commission (EC) under the 7th Framework Programme (FP7) and ran from June 2010 -June 2012.
The project was the first initiative to bring to the same table standardization bodies to support the analysis of open standards-based interoperable grid and cloud computing infrastructures. The Standard Development Organizations (SDOs) that have contributed include: the Open Grid Forum (OGF), the Institute for Electrical and Electronics Engineers Standards Association (IEEE SA), the European Telecommunications Standards Institute (ETSI), the Distributed Management Task Force (DMTF), the Organization for the Adoption of Structured Information Standards (OASIS), the Storage Networking Industry Association (SNIA), International Telecommunication Union Telecommunication Standardization Sector (ITU-T) and World Wide Web Consortium (WC3).
The primary focus of the SIENA initiative was European electronic infrastructure for research which takes into consideration the points of view of both the people responsible for infrastructure creation and operation, such as service and application developers, and the "end users", for example, researchers in science, the arts and humanities. The focus on standards and interoperability and the offer of services through European grid and cloud infrastructures will benefit the education sector, and will also be relevant for e-government and commercial enterprises that can take advantage of the substantial research background that underlies most einfrastructures.
The main output of the project was the SIENA Roadmap on Distributed Computing Infrastructure for e-Science and Beyond in Europe [2] . With a foreword by Neelie Kroes, Vice President of the European Commission, the Roadmap assesses the current situation and challenges regarding the adoption and evolution of open standards-based interoperable grid and cloud computing infrastructure to support research in Europe. The document also sets out a clear set of Calls for Action necessary for this to become a reality.
SIENA has also created a critical mass of community engagement; a requirement to fulfill its wide roles as a facilitator of collaboration and cooperation among Europe's distributed computing landscape stakeholders through a series of dissemination and outreach communities.
The self-sustaining Cloudscape [3] series of events has found its place as a key cloud computing event in Europe, because of the direct participation of the very same stakeholders detailed in this report, as well as SIENA's leading connections in the standards development community. Cloudscape V [3] , 27-28 February 2013, Brussels, will see a continuance of discussion on the SIENA Roadmap calls to action with updates on the progress of each point and the recommendations serving as a key part of discussion and debate.
Finally, SIENA has been instrumental in supporting the drive for the adoption of open standards by synergising with key SDOs to establish Cloud plug fest which sees the collaboration of major SDOs. SIENA has also supported DCI initiatives and has played an integral bridging role between EGI, DCI projects and SDOs for the EGI Federated Virtualisation Task Force.
International collaboration has also been forged through the lifetime of the project, in particular with the National Institute of Standards and Technology (NIST), which lead to the mapping of NIST Use Cases and Cloud Usage Scenarios with European e-Science developments. SIENA was cited in the NIST Cloud Computing Standards Roadmap.
Challenges in the adoption of cloud computing
Powerful economic and environmental forces are driving a major evolution in the way computing resources are provisioned for user communities in research, in government and the public sector, and in industry. Economies of scale are driving consolidation of such resources into a smaller number of ever larger data centers 3 . Considerations of the cost of powering and cooling huge concentrations of electronic equipment, together with environmental concerns, drive the placing of such data centers in geographic locations where power is plentiful and inexpensive.
These forces and their consequences both enable and drive the move towards a utility computing model. The latest manifestation of this model is cloud computing. The dynamic flexibility and reduced cost of accessing resources in the cloud are beginning to overwhelm most other considerations on provisioning IT resources and providing services to many user communities 4 . As suggested by analysts such as Gartner, cloud computing represents a service provider-consumer model and is driving a fundamental shift in the consumption model of IT functionality.
Such a fundamental shift from asset ownership to service provisioning poses numerous challenges to all players in the transition.
Many of the general challenges 5 to the adoption of cloud computing are shared by cloudbased e-infrastructures for research. These include overall coordination of projects and programmes, requirements identification, several issues associated with standardization, security, education, legal impediments, and globalization.
 Overall coordination of projects and programmes. A vast array of projects and programmes devoted to cloud computing exists, with new ones appearing almost daily [4] . The EC has a large collection of white papers and communications relevant to cloud computing, some of which are currently open for public consultation [5, 6] and comment, and can therefore be expected to change in the near term. There is so much going on that an active on-going openly accessible "cloud watch" would be very helpful.
 Conflicting and inappropriate requirements. The identification and prioritization of cloud computing requirements is an essential part of establishing security, portability and interoperability in cloud computing through relevant standards. A danger in this process is that conflicting or inappropriate requirements be imposed. For example, a requirement that a customer be able to specify the geographical location of data would be fatal for 3 Data centers with hundreds of thousands of computational and storage units are not uncommon. A recently announced data center near Dallas, Texas will have 3,600 square meters of raised floor under one roof. 4 Some important applications will continue to require dedicated high-performance computers. 5 Chiemi Hayashi: presentation at the OASIS International Cloud Symposium, op cit.
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small-and medium-sized businesses proposing cloud services in Europe due to the high cost of reliable storage services 6 .
 Standardization challenges. As in the case of projects and programmes, the cloud computing standardization landscape is complicated and confusing with many different organizations and interests involved in cloud standardization efforts [7] . The US National Institute of Standards and Technology (NIST) [8] has compiled an inventory [9] of standards relevant to cloud computing, and has identified a core suite of emerging highlevel cloud-specific standards 7 , although, and as the NIST document points out, standards from other domains such as web services, the internet, and grid computing are available, and can support the functions and requirements of cloud computing.
 Security challenges [10] . Industry and government see risk in completely different ways 8 (accept and manage, balance costs, clear lines of responsibility vs. eliminate risk, zero tolerance, ill-defined lines of responsibility). The vast majority of government data has nothing to do with national security 9 . In most cases for both industry and government, geographical location of data should not be relevant 10 . It has been argued that with appropriate standards in place, moving from proprietary in-house computing to cloud computing improves security 11 .
 Data Management challenges. There are a number of significant data management issues relating to the vast amount of data collected and used by research projects. These include ownership and governance of the data, creating trust in the data, sharing and reuse of the data and the long term preservation of the data. All of these issues are addressed in the recent report from the High Level Expert Group on Scientific Data [11] . We support the recommendations of this report, and urge immediate attention to their implementation.
 Education challenge. Education of decision takers at all levels of business and government, including politicians, is needed to overcome social and cultural obstacles to cloud computing adoption, to overcome inertia, and to ensure that the standardization and security challenges are met appropriately.
 Challenges in understanding terminology and approaches. The availability of ever more capable electronic components (e.g. for processing, memory, and networks) at ever
lower prices leads to distortion of traditional terminology. The term "high performance computing" traditionally referred to use of systems in the Top 500 and related complex application enabling activities (e.g. parallel programming, achieving application scalability, etc.). In this strict sense, neither a grid nor a cloud is a supercomputer (although a supercomputer can be a node in a grid, or -in principle -be offered as a service in a cloud). Nowadays, one hears about high performance computing (HPC) in the cloud and HPC on the desktop, contributing to confusion for both consumers and providers.
 Legal impediments. The current fragmented and inconsistent legal and regulatory environment in Europe is seen as a major inhibitor to the deployment of cloud services. This is a potential problem for sustainability of Europe's DCIs through uptake of their assets. A dramatic example is the mime cast story [12] in which a rapidly growing UK firm with a cloud-based email service was obliged to seek further growth in North America because of the impracticality of providing the service in Europe due to uncertainties over cross-border data movement. A recent report [13] from the EC following their public consultation on the subject also highlights the many issues. Annex 5 [14] contains a brief on legal issues in cloud computing adoption.
 Globalization challenges. Several major governmental cloud computing programs are underway [15] . These are being pursued in the absence of an adequate set of agreed and accepted open standards that could guarantee security, portability, and interoperability of cloud services, yet the globalization of business implies that inter-cloud portability, cloud interoperability and cloud federation are global issues 12 .
 Entrepreneurship challenge. Encouragement and support for the creation of new cloudbased businesses could be a motor for wealth creation and employment for young people prepared to take risks and work hard. The knowledge, technical expertise and assets offered by the DCIs can be a basis for the creation of new products and services, either directly through the sustainability efforts described in chapter 5 and Annex 3 [14] or through new start-ups. Creation of an atmosphere conducive to such entrepreneurial activity is still a major challenge for Europe, in spite of many coordinated efforts designed towards product-oriented research like Eureka/EuroStars [16] .
 Rapid Pace of Change. In cloud computing, the pace of change necessitates agility and flexibility. Efforts have to be made in Europe to support start-ups and facilitate acceleration of progress through appropriate legal, procurement and financial environment.
 Collaboration efforts. The open source communities and their open innovation process are paving the way to effective construction of new assets. Today these models and processes are significantly reused by industry and academic players. A significant support and legal framework needs to be provided for such initiatives to be sustainable and even more productive. Cloud computing is a very complex domain where isolated players will not be able to master the whole complexity. For these reasons, now is the time to take PoS(EGICF12-EMITC2)093 Europe is well positioned to address many of the enumerated challenges, and indeed to take a world leading position in cloud computing, provided key challenges are met, notably to unlock 13 and encourage a European cloud computing market for start-ups and small-and medium-sized enterprises. The EC Framework Programme on e-infrastructure [17] and research infrastructures [18] plays to key European competencies in research. The EGI [19] is the largest, most powerful, and most comprehensive distributed computing e-infrastructure supporting research in the world 14 . Europe can also capitalize on the achievements of DCIs that have placed special emphasis on cloud computing and made concerted efforts to share experiences in the implementation of standards. VENUS-C is among the European DCIs leading the way in usercentric approaches to the cloud, demonstrating its feasibility for the 'long tail of science' and supporting a number of small businesses. Two of its pilots are closely associated with EDGI, helping to bring its desktop grid infrastructure into the cloud and thus extend and integrate the e-infrastructure. As the work of the StratusLab project focuses on the IaaS layer, there has been strong support of standards development in this area. StratusLab has established interaction with OGF, following closely the work on OCCI as well as on network management standards. Although not strictly a standards-related group, StratusLab has worked with the HEPiX community to define an Appliance Marketplace metadata format and develop the respective service. Further, StratusLab and VENUS-C have sought to ensure productive collaboration by sharing experiences on implementations and use of OpenNebula, as well as clarifying interactions between IaaS and PaaS cloud infrastructures and relevant standards [20] .
OpenNebula [21] is an open source project developing solutions for building and managing virtualized data centers and cloud infrastructures. The e-infrastructure users of OpenNebula include EGI, StratusLab, EDGI, and VENUS-C [22] .
CompatibleOne [23] is an open source collaborative project providing a model and platform for the description and federation of heterogeneous cloud services.
The EGI-InSPIRE project [24] , in collaboration with other EC-funded distributed computing initiatives and stakeholders 15 , is driving the transition through virtualization from a grid-based to a cloud-based e-infrastructure. In particular, the Federated Clouds Task Force [25] is working on the required standards and methodologies to implement a transition from grid-to cloud-based services for e-infrastructure provision to researchers in the European Research Area by building on current work. This task force has identified requirements from einfrastructure stakeholders (resource centers offering cloud services, technology providers tendering solutions, and user communities consuming cloud services) for eight key federated cloud capabilities. An ambitious standards and profile development process for these six key capabilities within the OGF [26] is planned, which will deliver recommendations for open 13 Justin Pirie, mimecast cloud strategist: "Doing business in Europe is frankly a nightmare." 14 The EGI comprises 346 contributing resource centers in 57 countries, with four non-European operations centers. The infrastructure supports 13,800 users in 219 virtual organizations, running 28 million computational jobs per month on 338 thousand processors, backed up by 107 petabytes of disk and 113 petabytes of tape storage. The infrastructure delivers 75 million processor wall-clock hours of computation per month to its user communities. 15 European Desktop Grid Initiative (EDGI), European Middleware Initiative (EMI), Initiative for Globus Europe (IGE), StratusLab, and VENUS-C (Virtual Multidisiciplinary Environments Using Cloud Infrastructure).
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standards by the end of 2012 through the DCI Federation Working Group (DCIFed-WG) [27] . Interaction with other SDOs with projects in this domain [28] will benefit the further development of appropriate standards leading to interoperability of future cloud computing infrastructures. Imminent future efforts such as the EC-funded two-year pilot project Helix Nebula 16 will explore a European Cloud infrastructure for science with a commercial basis. The project will map demand from the European Space Agency (ESA) and CERN and other large capacity use cases with IT integrators and telecom companies on the supply side. A pilot testing phase will precede a 2014 rollout. Partners in the Helix Nebula project include OpenNebula and EGI.eu in addition to thirteen European industrial partners.
Call for Actions
The following recommendations constitute a "Call for Action" on all stakeholders involved in the development of European e-infrastructure. These recommendations have been formulated and divided into immediate short term priority actions, and actions with a mediumterm timeframe. By short-term we mean within a maximum of twelve months, and by mediumterm we mean a maximum of three years. These timeframes are the maximum amount of time that we feel it should take to complete each call for action, although we anticipate that each could be completed well within that timeframe. They take into account the life expectancies of the current DCI projects, and the probability of new calls for new projects by the European Commission.
Within this overall plan there is a role for governments where the trend towards procurement of commercial cloud services by the public sector (including research) will generate interest in standards. There is also an important role for industry to play in the international standards dialog, implementation and certification processes, as well as in continued investments aimed at boosting European innovation.
Immediate priority actions
We offer a list of actions, building on work already begun across Europe and complementing efforts globally, which merit attention within the next twelve months:
Determine optimum deployments of cloud computing for research
An urgent initiative is required to review current deployments of cloud computing for eresearch and the broader scientific user and infrastructure communities at various service levels, (infrastructure-, platform-, software-, science-as-a-service) using a representative range of applications and determine the optimum deployment(s) for future use.
This will require the collection of case studies and careful requirements analysis, and interaction with infrastructure, standards, software and application stakeholders. The latter would help to understand where emphasis should be placed, such as at which cloud service level 17 a particular application is focused. Taking into account the impact of ICT on the environment and the use of green technology, the criteria must not only be about pure performance but on overall efficiency as well.
Strengthen, collaborative international dialogue for achieving interoperability and portability
It is imperative that the current standardization dialog be strengthened and widened to involve all stakeholders, including SDOs, cloud collaborative working groups, open source and commercial infrastructure providers, and other global and regional public sector institutions, in order to guarantee adequate representation of all the needs and to leverage the inherent strengths of each group to the benefit of the cloud computing environment as a whole in the international arena. Continuous dialog with all key stakeholders internationally, on priority action plans is a foundation upon which to strengthen respective use cases, best practices and achieving true interoperability and portability. To this end, the EC and European member state governments should include direct support for funded activities to participate in relevant international activities. Furthermore, common 'synchronized' calls for proposals between the EC and the US National Science Foundation (NSF) and other national funding organizations, could strengthen international collaborations.
Strive for a common approach for contributing to the European Digital Market
A common approach for European Member States public administrations is necessary to help citizens and businesses profit fully from the European Union's digital single market. The eresearch communities' contribution to this goal should be through the EC putting in place plans for the long-term sustainability and reuse of the assets from existing DCI projects. A condition of approval for future DCI projects should be the creation of reusable assets wherever possible for potential uptake by European government, industry and e-research and more widely wherever feasible. As part of plans for sustainability and asset reuse, attention needs to be paid to avoiding multiple independent parallel developments offering almost identical functionalities, and to recognize that these developments can also span diverse areas such as transport, energy or health.
Expand support for DCI efforts to provide mechanisms to federate across multiple cloud suppliers
A major near-term initiative, supported by the EC, is required to enable federation across multiple globally located cloud providers, including those in the SME bracket, to support European participation in global research enterprises. This federation must build upon the participation of European communities to build the necessary standards, and implement the software profiles and a common administrative framework. The EGI project will be exploring such participation during 2012 since there is a need for a compendium of virtual machines (platforms) to be available for user communities to deploy and link together on European einfrastructures.
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Introduce measures to provide open access to all relevant SDO standard documentation
The SDOs that can be regarded as producing open standards should be actively encouraged by the EC to share information and documentation about their standards work to avoid duplication of effort and provide better understanding to the many communities seeking to use their standards. Open standards that are readily available to whoever wishes to use them are necessary to support the procurement process by reducing the risk of becoming dependent on a single vendor. Vendors will implement standards if they are listed as technical specifications in calls for tender by public sector customers.
One way of achieving this action would be to build on the current plans of the EC's ADMS [29] project on sharing repository metadata which are very relevant to this need.
Introduce business models for use of clouds by research
A set of common business models for the use of cloud computing by research communities is required. In order for cloud computing to be used effectively for research, certain special cloud services and properties will be required which are not driven by egovernment or business applications. In some cases no good solution may be available, e.g. long-term data curation. There is general agreement that much research data must reside in the cloud, but there is currently no business model to support long-term sustainability, and government funding alone is not expected to be sufficient.
Review public sector procurement regulations
It is very important to allow the DCIs to liaise with governments to support large researchoptimized "private" clouds. To this end a close examination of the existing European and national public sector procurement regulations is necessary to identify and remove any barriers to the procurement and re-use of DCI assets by governments and other public sector organizations before these projects close. Aspects that need to be addressed include: should there be an open tender process to purchase any of the assets; could an overarching framework contract be put in place to handle the disposal of assets; does the OJEU [30] limit need to be changed; will the increasing trend for public sector procurements demanding solutions that use open standards be an obstacle for those DCI projects that have used proprietary or non-standard approaches.
Re-use tangible and intangible assets produced by DCIs
The DCIs should produce tangible and intangible assets together with associated information packages that can be made available to other parts of the public sector, SMEs and industry. The urgency of this action is necessary to protect the assets of those DCI projects that are scheduled to terminate in the short-to medium-term. The awareness of such information packages should be supported not only by DCI projects themselves, but also by the respective units of the funding organizations who should promote re-use of results in projects of other units where such results may be needed. As part of such packages, the DCIs should evaluate using a transparent procedure, explain the maturity of their offerings and include their sustainability plan for each asset. This will assist potential customers in making possible procurement and PoS(EGICF12-EMITC2)093
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reuse/participation decisions. The production of this material should be a pre-requisite of future projects approved and funded by the EC. This action should include necessary publically published reviews of the deliverables from the current DCIs such that confidence is raised in the products that have been generated.
Establish an e-infrastructure Implementation Advisory Group An e-infrastructure Implementation Advisory Group (eIIAG) should be established under the auspices of the EC to provide communication across all relevant stakeholders, i.e. the einfrastructure community, the SDOs producing relevant standards, and those organizations and projects consuming their standards. The main roles of this group are to maintain a "cloud watch" on cloud computing projects, programs and service offerings; agree requirements and the standardization route for those requirements; share policy, regulatory and implementation advice; develop standards' profiles; promote interoperability testing and plug fests/tests; and establish a compliance testing regime, all of which are essential components to achieving true interoperability. Finally, the Group should maintain close liaison with the e-Infrastructure Reflection Group, eIRG [31] .
EC-funded projects should be required to take recommendations of the Group into account in their work. The Group must have representation from major e-infrastructures like EGI and Partnership for Advanced Computing in Europe (PRACE) [32] in order to provide a single point of contact for e-infrastructure across Europe. To ensure that research communities have faith in its continued sustainability the Group must also have longer term funding (more than five years and possibly more than ten).
Medium term priority actions
Within a medium term timeframe the following actions merit attention:
Co-ordinate global regulations for transnational data flows
An action that allows Europe to take the lead in coordinating the harmonization of regulations on the flows of data across borders is required. Many governments place restrictions on allowing data to be held outside their jurisdictions, primarily because of concerns about the adequacy of data protection legislation in other countries. The longer this situation persists, the slower the take up of cloud computing by the public sector will be. Therefore, this problem needs to be rectified.
Create an inventory of grid and cloud standards for research A shared inventory of grid and cloud standards should be developed and maintained for the e-research stakeholder community covering both domain specific and e-infrastructure capabilities, with pointers to proven interoperable implementations and warnings of defunct or unused standards. This inventory should result from an EC-commissioned independent review and validation of current and proposed open standards and be aligned with the NIST Cloud Standards Inventory 18 and the outputs of other relevant grid and cloud collaboration groups.
The definition of a perhaps roughly defined but guiding reference model and associated standard-based reference architecture(s) should be explored as part of creating the inventory, in PoS(EGICF12-EMITC2)093
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order to provide a frame of reference for standard adoption in a wide area of potentially different ICT sectors.
Conclusion
"The SIENA Roadmap demonstrates that Europe has a huge potential for innovation. I encourage you all to pay particular attention to this Roadmap, to discuss it, to question it, bring it together with other aspects that may also need particular attention. Essentially to help calibrate it and bring its recommendations into actions so that Europe can be not only cloud friendly but also cloud active" Mario Campolargo, Director DG INFSO Emerging Technologies and Infrastructures at the EC, Cloudscape IV keynote on cloud computing for the Digital Agenda.
This paper has offered an overview of the SIENA roadmap and has paid particular attention to the challenges to the adoption of cloud computing. The paper has also focused on the set of broad calls for action which target all stakeholders involved in the development of European e-infrastructure. It is imperative that these recommendations are noted by interested parties and that action is taken.
